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1.
Purpose of this Guide 
1.1
It is often necessary for agencies to share information so that children and young people can receive the services they need. Sometimes, it is only when information held by different agencies is put together that a child or young person is seen to be in need of additional or alternative services.  


 1.2
The Data Protection Act 1998 places an emphasis on protecting privacy. After its introduction, agencies became very reluctant to share information for fear of breaking the law. Information which should have been shared has been kept within one agency, damaging the service provided to children and young people.  There is concern to redress this balance, although this must take place within a context of recognising both the rights of the child and the duty of organisations to work together in the interests of the child. 

1.3
The guidance should be read in conjunction with the DCSF Guidance, which was updated in October 2008: HM Government information sharing guidance. The Stockport LSCB guidance is compatible with the principles contained in the latest central guidance. It will continue to be reviewed when new guidance is released. 
1.4
This guidance sets out the principles, practice guidance and legal framework for information sharing between agencies working with children, young people, their families and carers in Stockport. 

1.5
Clarity about when and what information can, and should, be shared is fundamental to the operation of multi-agency services for children and their families.  This guidance endorses the principle that appropriate information sharing promotes effective working together to achieve positive outcomes for children. 

1.6
It provides good practice guidance on sharing information for practitioners.  It will clarify the function and duties of the Health and Social Care Protocol and the Crime and Disorder Protocol that have both been signed by partner agencies in Stockport.  Health professionals and NHS employees will also need to act in accordance with the Caldicott Guidelines of Stockport PCT and Stockport NHS Foundation Trust which contain specific sections on children and young people and on child protection.  

1.7
The Stockport Health and Social Care Protocol was originally signed in 2004 and is currently being updated (check). It was signed by:
· Stockport MBC;

· Stockport PCT ;

· Stockport NHS Foundation Trust ;

· Greater Manchester Ambulance Service ;

· GP ‘Out of Hours’. 

1.8
Further information on the protocol is available by contacting Sara Barnard on 0161 474 1571. 

1.9
The function of the Crime and Disorder Protocol is to achieve the aims of the 1998 Crime and Disorder Act with a focus on preventing crime and disorder. This requires and allows for the sharing of both personalised and non-personalised information. This protocol has been signed by: 

· Stockport MBC;

· Greater Manchester Police;

· Stockport PCT;

· Greater Manchester Probation Service;

· Greater Manchester Fire Service ;

· Stockport NHS Foundation Trust. 

1.10
The release of NHS information for the purposes of prevention of crime and disorder is subject to the drawing of a balance between the public interest in the prevention of crime and the public interest in open access to NHS services and guidance on how to draw that balance is contained within the Caldicott Guidelines.   

1.11
Further information on the protocol is available by contacting Steve Brown on 0161 474 3140. 

1.12
Even if you do not work for one of these agencies, you will be bound by the principles of Data Protection Act if you use this guide to share information.  Health professionals and NHS staff, however, also need to have regard to professional codes of conduct.  

1.13
The lead contact at Stockport MBC for Information Sharing is: check. 

2.
Key Principles of Information Sharing 

2.1 
Safeguarding and promoting the welfare of a child or young person is the prime consideration in all decision making about information sharing.  The Court of Appeal has laid down that this includes regard to the child’s wishes and that this must be given a weight appropriate to the child’s understanding and capacity. As the court said, “In the case of an articulate teenager there is no place for paternalistic professionalism.” 

2.2 
Professionals can only work together to effectively safeguard and promote the welfare of children if there is an exchange of relevant information between them.  However in the case of NHS information this must be weighed against the interests of the child in open access to services. 

2.3
The information you share should be relevant to the purpose for which you are sharing it and you should only share information with those practitioners or agencies that ‘need to know’.  Practitioners should only share as much information as they need to – but should share enough to achieve the purpose for which information is being shared. 

2.4 
All children should receive universal services.  Children who have particular needs may require services from a number of agencies, where ongoing appropriate information sharing is likely to be needed between these agencies.  This is achieved at Stockport through use of the Common Assessment Framework (CAF).
Common Assessment Framework (CAF)

2.5
The CAF is a standard approach in assessing the needs of a child or young person, making a professional decision on how the needs should be met and deciding which agencies need to be involved.  It has been developed by multi-agency practitioners to enable the agencies involved to communicate and work effectively together for the benefit of the child.
2.6
The CAF provides a common format for information sharing between practitioners, bound by the statutory guidelines on confidentiality and consent.  It requests that consent for the sharing of information is obtained from the beginning of involvement with a child, except where clear safeguarding issues require sharing of information without consent. 
2.7
Further information on the CAF process can be found at: Stockport Common Assessment Framework. 
Consent and Confidentiality

2.8
Article 8 of the European Convention on Human Rights gives everyone the right to respect for private family life, home and correspondence. Authorities can only override this if they are pursuing a legitimate aim (including protection of health and the rights of others) and if the action is no more than is needed. Sometimes this may mean a worker has to balance one individual’s rights against another’s (e.g. a child’s rights against their parents’) or the different rights of one individual (e.g. a young person’s right to privacy against their right to protection). 

2.9 
It is important to work in partnership with children, young people and families, especially people with parental responsibility, whenever possible.  You should be open and honest with children, young people and their families about the fact that you may share information with other practitioners unless to do so would aversely affect the purpose for which the information is to be shared.  However, health professionals should also take into account the Fraser Guidelines which emphasise confidentiality but also refer to circumstances in which it can be overridden.
2.10
The Fraser ruling was a landmark ruling that provided criteria that had to be met in order to allow health professionals to provide contraceptive advice and treatment to young people under the age of 16 years without parental consent. In the case of Gillick v West Norfolk and Wisbech Area Health Authority (1985), the House of Lords reviewed the issue of consent with regard to young people under 16 years of age. It was held that the test to apply was whether the child had sufficient understanding and intelligence to enable full understanding for any proposed intervention. Where this was the case, parental rights should yield to the young person's right to make their own decisions.  

2.11
Lord Fraser, offered a set of criteria to judge competence. These were: 

· The young person understands the advice. 

· The young person cannot be persuaded to inform their parents or to allow the clinician to inform them.

· It is likely that the young person will begin or continue to have sexual intercourse with or without the use of contraception.

· The young person’s physical or mental health may suffer as a result of withholding contraceptive advice or treatment. 

· It is in the best interests of the young person to receive contraceptive advice or treatment with or without parental consent.  

2.12 
Information ‘belongs’ to the child, young person, or adult to whom it refers, and should generally be kept confidential. Individuals should generally be kept aware of what is happening to their information and have the right of access to it. 

2.13
An individual’s consent, should be obtained, subject to his or her age and understanding, wherever possible.  In the case of a young person who is competent under the Fraser guidelines this can often be mandatory under the normal professional rules relating to the release of information in the public interest.  Exceptions to this are where this would: 

· put someone at risk of harm;

· prejudice a police investigation into a serious offence;

· lead to unjustifiable delay in protecting a child.  

2.14
Where consent has not been sought or refusal to give consent has been overruled, the individual should be kept informed where possible, unless this would place someone at risk of harm or prejudice a police investigation into a serious offence.   

2.15 
Good information sharing is based on good information keeping. Records should be accurate, relevant, kept up to date, and kept for no longer than is necessary for their purpose. 

2.16 
Whenever information is shared, with or without consent the information shared, when, with whom and for what purpose, should be recorded.  Similarly, if a decision is taken not to share information, this should also be recorded. 

2.17
The DCSF Guidance contains ‘Seven Golden Rules for Information Sharing’ which can be used by staff as a useful aide memoir when considering the sharing of information.

Seven Golden Rules for Information Sharing

· Remember that the Data Protection Act is not a barrier to sharing information but provides a framework to ensure that personal information about living persons is shared appropriately. 

· Be open and honest with the person (and/or their family where appropriate) from the outset about why, what, how and with whom information will, or could be shared, and seek their agreement, unless it is unsafe or inappropriate to do so. 

· Seek advice if you are in any doubt, without disclosing the identity of the person where possible. 

· Share with consent where appropriate and, where possible, respect the wishes of those who do not consent to share confidential information. You may still share information without consent if, in your judgement, that lack of consent can be overridden in the public interest. You will need to base your judgement on the facts of the case. 

· Consider safety and well-being: Base your information sharing decisions on considerations of the safety and well-being of the person and others who may be affected by their actions. 

· Ensure that the information you share is necessary for the purpose for which you are sharing it, is shared only with those people who need to have it, is accurate and up-to-date, is shared in a timely fashion, and is shared securely. 

· Keep a record of your decision and the reasons for it – whether it is to share information or not. If you decide to share, then record what you have shared, with whom and for what purpose. 
3. 
Stockport Information Sharing Checklist 

3.1
Before sharing personal information, refer to the Your Questions Answered section of the guidance below and ask yourself: 

a. 
About your right to share the information: 
· Do I already have informed consent to share this information?

· Is the information sensitive personal information? 
· Do I need consent to share the information? 
· Have I a legal duty or power to share the information?

· If consent is needed, whose consent is needed? Whose information is this?

· Would seeking consent or informing the child, young person or adult that information will be or has been shared place someone at risk, prejudice a police investigation, or lead to unjustifiable delay?

·  Does the person who is giving consent understand the possible results of sharing the information?

· Would sharing the information without consent cause more harm than not sharing the information?  

b.
About the information you are sharing: 
· How much information is it necessary to share in this situation?
· Have I distinguished between fact and opinion? (see Q19) 
· Do I need to check with someone else who told me this information, or wrote this report, before I share it?  

c.
About the person you are sharing information with and how you are sharing it: 

· Am I giving this information to the right person?  

· Am I sharing this information in a secure way?  
· Does the person I am giving it to know that it is confidential? 
· What will they do with it? (see Q20) 

d.
After sharing information:
· Is the service user aware that the information has been shared (where this would not place someone at risk or prejudice a police investigation)?

· Have I recorded what has been shared with whom and why on case records?  

3.2
A flowchart setting out the information sharing process is attached at Appendix B. The paragraphs referenced in the flow chart refer to paragraphs in the DCSF Every Child Matters central guidance: HM Government information sharing guidance .
4.
Your Questions Answered 

4.1
In order to improve readability, this section has been written in question and answer format. The guidance applies to situations when people working with children, young people and families are asked for information, or when they have information which they feel another agency ought to know. 
4.2
It is based on the provisions of the Data Protection Act 1998, the Human Rights Act 1998, the Common Law Duty of Confidence, the Caldicott Guidelines and government guidance for all agencies about sharing information for the purposes of safeguarding and promoting the welfare of children. Details of the legislative background to this guidance are included at Appendix C.
4.3
Family situations are often complex, and applying the principles and guidance will usually require workers to weigh up different factors and take professional decisions. In this decision making process, the welfare of the child or young person should be the key consideration. 

Q1:
Why do we need to share information? 
· To safeguard and promote the welfare of children and young people. You may be concerned that a child is being emotionally, physically, sexually, psychologically or financially abused or neglected.  In this case you have a duty to share information under the Children Act 1989;

· To develop a holistic view of a child or young persons situation over time;

· To provide effective service delivery; 
· To improve the quality of service;

· To safeguard staff.
Q2:
Will my organisation support me if I share information? 

· Yes. Information should be shared in good faith and in accordance with procedures and protocols, including in the case of NHS information the Caldicott Guidelines and professional codes of conduct.  Failing to share appropriate information could compromise a child’s welfare. 

· The multi-agency Social Care and Health, and Crime and Disorder Protocols allow for information to be shared when the appropriate consent has been given. Further information on the protocols is set out in Section 1 above. 
Q3a:   Who can I share information with? 
· You can share information with other agencies who are working or need to work with the child e.g. Social Workers, Health Professionals, Police, Teachers, Doctors, Youth Offending Team.  Information should be shared within existing procedures and protocols, including in the case of NHS information the Caldicott Guidelines and professional codes of conduct.  

Q3b:
Is there a difference between sharing information within my own organisation and sharing it with someone from another organisation? 
· The principles are the same in both situations.  People who are using a service e.g. parents of children using a school, would normally expect information to be shared between staff of one organisation.  However, if someone has asked you to keep something confidential from others in your organisation, you will need to decide whether circumstances justify you giving the information to someone else. 

· Sharing personal information between partner agencies is vital to the provision of co​ordinated and seamless care to an individual.  Legislation does not prevent information sharing between partner agencies delivering services.  However, as you would expect, there are important rules and parameters to be observed, especially with regard to security and confidentiality. 

Q4:
 Is some information more sensitive than other information? 
· The law defines ‘sensitive personal information’ as information about a person’s 

- physical or mental health or condition;
- racial or ethnic origins;
- political opinions; 
- membership of a trade union; 
- religious beliefs; 
- sexual life; 
- criminal offences. 

· Any other information that identifies a person is non sensitive personal information. 

· You can share any information if you have the person’s consent to do so. If you do not have consent, there are different rules for when you can share sensitive or non sensitive information. 
Q5:
When can I share sensitive information without the consent of the person it is about? 
· If the information you need to share is sensitive, you need to be sure that one of the following apply: 

-
It is necessary to establish, exercise or defend legal rights. This includes a child’s rights under the Human Rights Act 1998. (This is mainly used by solicitors in preparing a case). 
-
It is necessary to protect someone’s vital interests and the person to whom the information relates cannot consent (e.g. a young child), is unreasonably withholding consent, or consent cannot reasonably be expected to be obtained. ‘Vital interests’ generally applies to life and death situations and serious and immediate concerns for someone’s safety. 
-
It is necessary to perform a statutory function given to your organisation under an act of parliament.  

     -
It is in the substantial public interest and necessary to prevent or detect an unlawful act and obtaining consent would prejudice those purposes. 

· In general terms, where seeking consent is not possible or would undermine the purposes for which the information is to be shared, sharing confidential information without consent: 

-
will be justified when there is evidence that the child is at risk of harm   through abuse or neglect, and seeking consent is not possible or would undermine the purposes for which the information is being shared (for example a police investigation); 
-
will be justified in order to establish whether there is evidence that a child is at risk of harm through abuse or neglect, where this is believed to be a possibility but where it has not been established; 

-
will be justified in order to prevent specific crimes involving significant harm to others; and 
-
may be justified in order to enable action to prevent individual children and young people getting involved in offending behaviour.  

· Professional codes of conduct require health professionals to balance the public interest in disclosure against the public interest in open access to services. The fact that sharing is not prohibited under the Data Protection Act in no way removes this obligation. Both codes must be complied with.  

Q6:
When can I share personal information that is not sensitive without the consent of the person it is about? 

· Where one of the following apply:

· the information does not allow the individual to be identified (e.g. in   requesting a second opinion / general advice about the availability of services or future actions, or sharing statistical information).

· the need to protect the person’s ‘vital interests’ overrides the need for confidentiality (this generally applies to life and death situations and serious and immediate concerns for someone’s safety).
· you are required to do so by a court order (ask to see the order).
· you have a legal duty to do so.

· it is necessary in order to perform a statutory function given to your organisation under an act of parliament.
· it is necessary to perform a public function undertaken in the public interest (this would include, for instance, a voluntary or community agency working with children who have information that would promote a child’s welfare).
· it is necessary to prevent or help detect a crime.
· it is necessary for the legitimate interests of the person sharing the information, unless to do so would conflict with the rights, freedoms and legitimate interests of the person the information is about. (This would cover, for instance, promoting the welfare of children, for all agencies working with children, but does means that you have to weigh up all relevant factors and take a professional decision about whether to share the information). 

Q7:
If I have legal grounds to share information without consent, do I need to talk to the child/ young person / parent about this? 
· It is good practice to keep people informed of what is happening to their information, even if this is difficult, as experience shows that this increases trust and openness in relationships, and gives the service user a sense of control of what is happening to them. Under professional codes of conduct for NHS information this is often mandatory. 

· The individual should be told before the information is shared, unless this would place someone at risk, prejudice a police investigation, or lead to unjustifiable delay. If one of these applies, let the person know the information has been shared as soon as it is safe and possible to do so. 
· There may well be circumstances when, although there are legal grounds for sharing information without consent, those grounds do not suffice to satisfy professional codes of conduct for medically confidential information and consent will still be required. 

· If none of the justifications for sharing information given in Q4 and Q5 apply, you need to seek consent before sharing information.
Q8:
 What if I feel reluctant to seek consent? 
· Ask yourself why you feel reluctant. Would seeking consent place someone at risk, prejudice a police investigation, or lead to unjustifiable delay? If so, you probably have legal grounds for sharing the information without consent – look at the justifications in Q4 and Q5 again. 
· As part of this thinking process, it may be helpful to ask yourself “would failing to share information be more harmful than sharing information without consent?” 

· If in doubt, discuss with someone more senior in your agency. 

Q9:
 Why should I gain consent to share information? 
· Because it is best practice - it gives the service user a sense of control and increases trust and openness. (If you share information with another agency without discussing this with the person it is about, and action is taken as a result, the person is likely to guess at who has shared the information, and this could lessen their trust in you). 
· Because it is a legal requirement except in the circumstances outlined.

· Because even when it is not legally required it may be required by professional codes of conduct.
Q10:
 What is ‘informed consent’ to share information? 

· Consent is permission given by someone with parental responsibility, or a “competent” child or young person, to share information about them (see under Q 11 below, for a definition of competence).
· Informed consent is permission given by someone (with parental responsibility, or a “competent” child or young person) who understands why particular information needs to be shared, who will use it and how, and what might happen as a result of sharing or not sharing the information. 

Q11 
Who should give consent to share information? 

· Any person who provided information on the understanding that it was to be kept confidential and the person the information is about. This could be:

-
anyone aged 16 or more (unless proved not competent).
-
a child under 16 years who “has sufficient understanding and intelligence to enable him/her to understand fully what is proposed” (whether this the   case is a matter for professional decision making). 
-
A person with parental responsibility for a child who does not meet this criteria. 
· It is good practice to seek the consent of all whose personal information you propose to share, unless there is justification for not doing so. 
· When determining whether a child under 16 on a particular occasion has sufficient understanding to consent, or to refuse consent, to sharing of information about them, consideration should be given to whether the child or young person understands the question being asked of them? Do they have a reasonable understanding of: 
-
what information might be shared; 
-
the main reason or reasons for sharing the information; and 
-
the implications of sharing that information, and of not sharing it? 

· Are they able to:
-
appreciate and consider the alternative courses of action open to them; 

-
weigh up one aspect of the situation against another; 
-
express a clear personal view on the matter, as distinct from repeating what someone else thinks they should do; and 
-
be reasonably consistent in their view on the matter, or are they constantly changing their mind? 

· The consent of one person with parental responsibility is generally regarded as sufficient.  (For looked after children, parental responsibility may lie with the Local Authority). 

· Where there is disagreement, e.g. a child agrees to information sharing and a parent does not, apply the guidance below on withheld or withdrawn consent (Q.17). 
· In situations where family members are in conflict, careful consideration needs to be given to whose consent should be sought. If the parents are separated, the consent would usually be sought from the parent with whom the child resides. If a care order is in force, the local authority will share parental responsibility with parent(s) and practitioners should liaise with them about questions of consent.
Q13:
 At what point should I gain consent to share information? 
· Usually before you share information with, or seek information from, another agency, unless you have a reason for overriding consent (see below). 

Q14 
How should I gain consent to share information? 

· Consent can be explicit (in writing) or can be inferred from the circumstances in which information was given (implied consent), but must always be ‘informed’. The person giving consent needs to understand who will see their information and the purpose to which it will be put. 
· When you are working with a child, young person or their family you need to: 
· Explain what happens to information that service users give to you. 
· Be clear about who you wish to share what information with, and why.

· Be clear about how sharing information will allow a better service to the child/young person/family. 
· Discuss what the effect of sharing information, or not sharing the information, might be on the service user. 
· Allow the service user to identify particular issues which he or she does not wish to be shared, or particular agencies that he or she does not wish information to be shared with. 
· Explain that in some circumstances you do not need consent to share information. 
· Ask the person to complete a consent form, where possible. 

Q15:
Can general consent be obtained in advance for information sharing with agencies a child or young person might need services from in the future? 

· Yes, but only where the implications of this are clearly explained and consent is willingly given, where a high level of coordinated inter agency services will be required over a long period, as, for instance in the case of a severely disabled child. 

Q16:
 Does such consent need to be renewed, and if so, how often? 

· The continuation of such consent should be checked with adults and competent children/young people at each review meeting, and recorded in the notes of that meeting. 
· If using the consent form, consent is valid for the duration of the purpose outlined on the form. 

Q17:
What if consent to share information is requested but withheld or withdrawn?
· Service users can refuse all consent or refuse consent for specific pieces of information to be shared, or for specific agencies to receive information. If this happens: 

-
Discuss concerns with the person – is the person aware of the effect of not sharing the information? Can you address their concerns and so obtain consent?  If not: 
· Ask yourself again, as a check “is there a reason for sharing information without consent (see answers to Q4 and Q5 above).
· In deciding this, it may be helpful to ask yourself “will the harm done by overriding lack of consent be worse than the harm which could be caused by not sharing the information?” 
· If you are unsure, discuss with your manager (who may wish to take advice from legal services or a data protection officer). 
· If you decide to override refusal to give consent, where possible let the service user know that you have done this and why; keep the child/young person/family involved. 

Q18:
Where should I record consent/lack of consent to share information? 

· Record consent or lack of consent, decisions about information sharing, and what has been shared with whom and why on the service user’s records. If a consent form has been used, insert this into the service user’s records. 

Q19:
Whose consent should not be sought?

· There will be some circumstances where you should not seek consent from the individual or their family, or inform them that the information will be shared. For example, if doing so would: 
· place a person (the individual, family member, yourself or a third party) at increased risk of significant harm if a child, or serious harm if an adult;

· prejudice the prevention, detection or prosecution of a serious crime;

· lead to an unjustified delay in making enquiries about allegations of significant harm to a child, or serious harm to an adult. 

· You should not seek consent when you are required by law to share information through a statutory duty or court order. In these situations, you should inform the individual concerned that you are sharing the information, why you are doing so, and with whom. 

Q20:
 How much information should I share?
· Information should be shared on a ‘need to know’ basis. Only share enough information to achieve the necessary outcome, but do share enough information to achieve the intended outcome (i.e. don’t use a sledgehammer to crack a nut). 

· If you are sharing fact and opinion, make it clear which is which. 

· If consent is the agreed basis for sharing the information, share only that information which you have consent to share, and no more. 

Q21:
 How should I share information? 
· You should make sure that:
· you give the information to the right person. 
· the recipient understands the confidential nature of the information and knows what to do with it. 
· you record what has been shared when, with whom (including name, job title and contract details) and why on case records. 
· correspondence is marked “private & confidential - for addressee only”.
· the recipient is aware when you are sending written information and    acknowledges receipt. 
· If asked for information by telephone, confirm the name, job title, department and organisation of the person making the request and the reason: 

· take a main switchboard telephone number. 
· check whether information can be provided. If in doubt, tell enquirer you will phone back. 
· provide information only to the person who has requested it. 
· record all detail. 
· ensure that the way you share information respects the dignity of the individual, for instance, do not share information in a public area. 

Q22:
What should I do when another agency has shared information with me? 

· As soon as possible, inform the person who has given you the information (which may be a referral for a service) of what action has been taken, in a level of detail based on what the referrer needs to know and without inappropriately disclosing other personal information. 
Q23:
If I am working with a child or young person on an ongoing basis, should I continue to share information with other agencies who work with them? 

· Where a number of agencies or workers are involved with a child or young person, for instance, school, youth worker, social worker, it will normally be good practice to identify a lead agency or Lead Practitioner who will act as the co-ordinating point for information.  Information from all agencies involved should be shared on a regular and need to know basis. This should be discussed with the service user, and the above guidance on consent applied. 

Q24:
What if a service user wants to see the information which another agency has shared with me? 

· In this situation, for instance where someone wishes to look at their files, the agencies which originally provided information must be informed of what this consists of, and asked for permission to share this with the service user (if the agency does not wish this information to be shared, they must give a valid reason why. In this case the information must be temporarily removed from the file before the service user looks at it). 

Q25:
 What if information sharing might affect the safety of staff or another service user? 
· If you have information which suggests that, as a consequence of sharing information, a staff member or another service user may be at risk, this must be shared between agencies as appropriate, and a risk management strategy and appropriate line management support must be put in place. 

5. Public Interest Considerations
5.1
A public interest can arise in a wide range of circumstances, for example, to protect children from significant harm, protect adults from serious harm, promote the welfare of children or prevent crime and disorder. There are also public interests, which in some circumstances may weigh against sharing information, including the public interest in maintaining public confidence in the confidentiality of certain services. 

5.2
The key factors in deciding whether or not to share confidential information are necessity and proportionality, i.e. whether the proposed sharing is likely to make an effective contribution to preventing the risk and whether the public interest in sharing information overrides the interest in maintaining confidentiality. 

5.3
In making the decision you must weigh up what might happen if the information is shared against what might happen if it is not and make a decision based on professional judgement. The nature of the information to be shared is a factor in this decision making, particularly if it is sensitive information where the implications of sharing may be especially significant for the individual or for their relationship with the practitioner and the service. 
Appendix A: Specific Information Sharing Situations 
This section contains brief guidance about specific recurring information sharing situations. 

The Common Assessment Framework 

The Common Assessment Framework (CAF) introduces a standard approach for undertaking an assessment of a baby, child, or young person in need. The common assessment information should be shared with practitioners and services where it is necessary to enable joint working or in support of a referral.  The CAF is a way of recording the discussion between a practitioner and service user and should always be undertaken with the consent of the individual concerned. 

Child in Need Meetings 

One outcome of undertaking the Common Assessment may be a need for a baby, child, young person and their family to have a multi-agency approach to addressing their difficulties.  In this instance a CIN Meeting may be convened and in partnership with the family practitioners and services share information about the issues that the family may be facing.  As consent is obtained in advance all participants are able to share information with one another. 

Assessments of Children in Need 

The National framework of assessment (2000) introduced the Initial assessment (7 days) and Core assessment (35 days) which are the assessment tools which local authority social care teams undertake in order to meet their duties as outlined in the Children Act 1989, section 17. This section along with section 47 (duty to investigate) enable Children’s Social Care to request help from other local authorities, housing authorities, and NHS bodies, and place an obligation on these authorities to cooperate in sharing information. 

The practitioner carrying out the assessment should inform families that when agencies contribute with a family’s permission to an assessment of need, the written assessment will be shared with all contributors. 

Strategy Discussions (Child Protection) 

Strategy discussions generally involve Health, Police, and the Safeguarding Children Team. One of the tasks of the meeting is to decide what information should be shared with relevant individuals. All agencies involved must receive feedback on decisions made. Any material disclosed to the Police is within their duties pursuant to s3 of the Criminal Procedure and investigation Act 1996. This means that in any subsequent prosecution they have a positive duty to disclose any information which may be of assistance to the defence. 

For this reason, entire files should not be handed to the Police. (However, it should be noted that the Police can apply to a judge for information to be withheld from the defence). 

Serious Case Reviews (Child Protection) 

Where a Serious Case Review into the death or injury of a child is being conducted, the Local Safeguarding Children Board will plan when and how information will be shared with the family and relevant others, and inform the family and relevant others that information will be shared without consent. All agencies must provide information whether consent has been obtained or not, on the grounds of possible future risk to other children. 

Interviewing Children without Parental Consent 

In the 2006 Working Together Guidance, paragraph 5.56 - Working Together to Safeguard Children it states that: ‘Exceptionally, a joint child protection enquiry team may need to speak to a suspected child victim without the knowledge of parent or carer. Relevant circumstances would include the possibility that a child would be …coerced into silence...that important evidence would be destroyed, or that the child did not wish the parent involved …and is competent to take that decision’. 

Sharing Information about People who are Convicted of Offences against Children and Potential Offenders 

All agencies must alert the Contact Centre if they become aware of a person convicted of an offence against children potentially having contact with children, unless the child has an allocated social worker, in which case they would be contacted.  An initial strategy discussion would be held with the Police and Probation. 

Sharing Information about Young People who are Sexually at Risk 

Working together to Safeguard Children stated that the Police should be ‘notified as soon as possible when a criminal offence has been committed, or is suspected of having been committed, against a child – unless there are exceptional reasons not to do so’.  This guidance was re-emphasised in the Bichard Inquiry Report 2004.  Reference should be made to Section 3.3 of the Stockport LSCB Handbook: Section 3.3 - Guidance for Working with Sexually Active Young People Under the Age of 18 Years . 

It emphasises the importance of assessing known sexual risks to young people carefully and ensuring that appropriate information is shared with Children’s Social Care and/or the Police.  In cases where a young person is considered to be at a high level of risk, or the victim of a crime, information would be shared with the consent of the young person concerned wherever possible, but a ‘withholding of consent’ would not prevent the sharing of information for reasons of public interest; an immediate need to safeguard a young person; or where a Court required information under their statutory right. 

In exceptional circumstances relating to the withholding of essential information by a young person, health workers may maintain confidentiality despite risk to that young person.  These situations are extremely rare, are made within strict professional codes of conduct and must be able to withstand scrutiny. 

Multi Agency Teams 

It is good practice for multi agency teams to inform service users at the beginning of a service of the nature of the team and the information sharing which occurs within the team, and to obtain written consent to this (unless there are grounds for overriding the need for consent, as in this guidance). 

Children and Young People moving out of an Agency’s Geographical Area 

When a child or young person who is in need of a continuing service moves outside of an agency’s geographical area, and the new area is known, it is important that the agency contacts its counterpart in the child’s new area in writing (following the guidance on consent) to ensure that the child or young person’s needs are known. If the new location of the child or young person is unknown, and the risk to the welfare of the child would warrant sharing information without consent, enquiries should be made to find out the new location, so that information may be passed on. 

Use of Interpreters
When using an interpreter, the person working with a child, young person or family should discuss the necessity of confidentiality with the interpreter in advance, and then discuss this with the service user through the interpreter at the beginning of any meeting. 

Awareness of the Law: Legislation Relevant to Information Sharing 
To make informed judgements on when and when not to share information, you need to know how the law may affect your decision to share information.  Anyone wishing to share information about a child, young person or their family needs to be aware of the general laws that protect people from the wrongful disclosure or use of information (see Appendix C: The Legal Framework).  These are: 

· The Common Law Duty of Confidence 

· The Human Rights Act 1998 

· The Data Protection Act 1998 

· The professional codes of conduct of health professionals 

A duty of Confidence will generally arise in circumstances when a person receives information that he knows, or ought to know, is being given in confidence.  Some kinds of information, such as medical records, are generally recognised as being subject to a duty of confidence. However, the Duty of Confidence is not absolute.  Confidential information may be shared without consent when there is an overriding public interest in disclosure.  You need to make a judgement about the balance of public interest. 

Appendix B:  Information Sharing Flowchart
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Appendix C -The Legal Framework 
Common Law Duty of Confidence
This is not an Act of Parliament, but has built up in case law over time as judges have taken decisions about individual situations. The courts have found a duty of confidence to exist where:
· A contract provides for information to be kept confidential; 

· There is a special relationship e.g. between teacher and pupil; 

· An agency holds personal information in order to perform its functions.

However, disclosure of information can be justified if:
· The information is not confidential (e.g. whether a child is in school); 

· The person the information is about has expressly or implicitly consented to disclosure;
· There is an overriding public interest, e.g. to protect the health and well-being of a child;
· Disclosure is required by a court order or other legal obligation. 

The Human Rights Act 1998

Article 8 of the European Convention on Human Rights - Human Rights Act 1998 (c. 42) (which was incorporated into UK law under the Human Rights Act 1998) confers a right to respect for an individual’s private and family life, home and correspondence, “except as is in accordance with the law and is necessary.…in the interests of national security, public safety, or the economic well-being of the country, for the prevention of crime or disorder, protection of health or morals or for the protection of rights and freedom of others.” 

If information is being shared without consent, it is necessary to weigh on the one hand the harm which will result from the breach of confidence against on the other hand the harm which will result from failing to disclose the information. The disclosure of information must be a proportionate response to the risk of harm, and the minimum necessary to achieve the public interest objectives should be disclosed. 

Information sharing can be justified under Article 8 if it is necessary to protect the health and welfare of a child, or to prevent crime. 

The Data Protection Act 1998 

The Data Protection Act 1998 Data Protection Act 1998 (c. 29) sets down requirements for obtaining, recording, storing and disclosing information about an individual that is kept on a computer or manual filing system.  It specifies data protection principles, i.e. that personal information:

· Shall be processed fairly and lawfully;

· Shall not be disclosed for a purpose incompatible with the purpose for which it was obtained (it can be for a different purpose if there is no direct conflict);

· Must be adequate, relevant and not excessive;

· Must be accurate and kept up to date;

· Shall not be kept longer than is necessary for the specified purpose;

· Shall not be transferred to a country outside the European Economic Area, unless that country ensures an adequate level of protection of the rights and freedoms of data subjects in relation to the processing of personal data. 

It requires that information sharing should be ‘fair’ and ‘lawful’. ‘Fairness’ is being open with people about how their information is to be used or shared. To be ‘lawful’, there must be a legitimate reason for sharing sensitive personal information. 

Legitimate reasons include: 

· The person the information is about consents;
· There is a legal obligation to share the information;

·  It is necessary to protect the vital interests of the person the information is about, or another person, where the person the information is about cannot be given or unreasonably withheld, or cannot be expected to be obtained;
· It is necessary to establish, exercise, or defend legal rights; 

· It is necessary for the exercise of a statutory function, or other public function exercised in the public interest;

· It is necessary for the purposes of legitimate interests pursued by the person sharing the information, except where it is unwarranted by reason of prejudice to the rights and freedoms or legitimate interests of the person the information is about. 

If the information being shared is ‘sensitive’, i.e. about physical or mental health, racial or ethnic origins, political opinions, religious beliefs, union membership, sexual life or criminal offences, it can only be shared if:
· The subject has given explicit consent;

· It is necessary to establish, exercise or defend legal rights;

· It is necessary to protect someone’s vital interests and the person to whom the information relates cannot consent (e.g. a young child), is unreasonable withholding consent, or consent cannot reasonably be expected to be obtained;
· It is necessary to perform a statutory function; 

· It is in the substantial public interest and necessary to prevent or detect an unlawful act and obtaining consent would prejudice those purposes;

· It is necessary for medical purposes (including the provision of care and treatment) and undertaken by someone with a duty of confidentiality. 

Government advice on this is that: “‘Legal rights’ include a child’s rights under the Human Rights Act 1998 and defending those rights could include disclosures between professionals to establish whether a child’s welfare needed to be safeguarded. 
Exercise of a statutory function would cover sharing of information amongst Children’s Social Care and other agencies in connection with a ‘child in need‘ assessment or a child protection enquiry.” (‘Information Sharing for the purposes of safeguarding and promoting the welfare of children’, in What to Do If You Are Worried a Child is Being Abused, May 2003). 
Professional Codes of Conduct 
These are described in the Caldicott Guidelines: The Caldicott Guardian Manual 2006 : Department of Health - Publications
Quick Reference Table

The table below summarises the legislation you are governed by when sharing different types of information.

	
	Common Law Duty of Confidence
	Data Protection Act 1998
	Computer Misuse Act 1990
	Human Fertilisation & Embryology Act 1990
	NHS (Venereal Diseases) Regulations & Directions 1974 & 1991
	Children Act 1989, associated guidance e.g. “Working Together”
	Human Rights Act 1998

	Anonymised information
	No
	No
	Yes
	No
	No
	No
	No

	Personal Health information (living individuals)
	Yes
	Yes
	Yes
	Yes
	Yes
	Yes
	Yes

	Personal health information (deceased)
	Yes
	No
	Yes
	Yes
	Yes
	Yes
	

	Personal information on developmental needs of children and young people at risk
	Yes
	Yes
	
	
	
	Yes
	Yes

	Information on children or adults who pose a risk to other children or young people
	Yes
	Yes
	
	
	
	Yes
	Yes

	Personal information on children with special educational needs
	Yes

Education Act
	Yes
	
	
	
	Yes

Education Act
	Yes

	Personal information on children who are looked after by the Local Authority
	Yes
	Yes
	
	
	
	Yes
	Yes


Appendix D -Where to Find Out More About Information Sharing 
Guidance

Information Commissioner: Data Protection Act (DPA) 1998, data protection policy - ICO
Ministry of Justice guidance on Public Sector Data Sharing - Data sharing and protection - Ministry of Justice
Department of Health: When to share information: best practice guidance for everyone working in the youth justice system : Department of Health - Publications
General Medical Council (2000 Confidentiality: Protecting and Providing Information GMC | Confidentiality: Protecting and Providing Information 

Youth Justice Board for England and Wales: Youth Justice Board - Information Sharing
Caldicott Principles on Information Sharing: The Caldicott Guardian Manual 2006 : Department of Health - Publications
Links to Key Legislation

Data Protection Act 1998 - Data Protection Act 1998 (c. 29)
Freedom of Information Act - Freedom of Information Act 2000 (c. 36)
Human Rights Act 1998 - Human Rights Act 1998 (c. 42)
Children Act 1989 - Children Act 1989 (c. 41)
Other legislation can be viewed at - Acts of the UK Parliament
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