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SECTION 10.9: Safeguarding Children and ICT based forms of abuse
10.9.1 Introduction 

With the development of digital technology a whole new world of opportunities is available to children in terms of education, information, communication and entertainment. However digital technology also brings risks to children and it has become apparent that it is one of the most prevalent techniques by which children are being sexually exploited. 

Abusive images of children are a form of sexual exploitation that takes many different forms. It includes sexually explicit information or images in books, magazines, photographs, videos and the Internet. The Internet has also become a tool in the distribution of abusive images involving children. Some adults will use the Internet to try and establish contact with children with a view to grooming them for inappropriate or abusive relationships. Online paedophile behaviour has become more sophisticated – abusers will adopt multiple on-line personas to groom children and normalise the abusive nature of relationships (Michael Williams). The impact of online abuse upon children as victims of this crime cannot be underestimated especially as there is limited written research available. One of the key concerns is the lack of closure as online images may never be entirely recalled or deleted. 

There is an absolute prohibition of all forms of child abuse images in the United Kingdom. The need to protect children who use the Internet requires a multi-agency approach which will highlight the potential danger and raise awareness about the safe use of digital technology for children. It is for this reason that these procedures and guidance have been established. 

10.9.2 Purpose of Policy 

The purpose of the policy is to provide guidance on: 

· Understanding the risks of the internet and other digital technology. 

· The risks posed by staff who access child abuse images and how to manage those who do so under the Allegation Management process, as well as those individuals who groom young people.
· The impact on children abused through child abuse images and how to support and protect them. 

· Risks of child abuse images getting through an Agency’s firewall protection and how this should be managed.
· Adults who have inappropriate contact with children via digital technology. 
This policy links with the Managing E-safety incidents policy which outlines the detailed process to be followed and how e-safety incidents are to be monitored.
10.9.3 Principles 

Children who have been, or are at risk of being, involved in child abuse images should be treated primarily as a victim of abuse; it is likely to have a significant impact on the child’s current and future well-being. The child’s needs require careful investigation and assessment. However it is often difficult to identify the victims when abusive images of children are found. 

10.9.4 Legislation 

For the purposes of this procedure a child is defined as any person under the age of 18 years (Children Act 1989 and 2004.)
The UK legislates against the production, distribution and possession of abusive images of children. It is an offence to take, permit to be taken, make, possess, distribute or advertise indecent images (photographs or pseudo-photographs) of children (Protection of Children Act 1978 [England and Wales) as amended by the Criminal Justice and Public Order Act 1994.


An indecent image of a child is a visual record of the sexual abuse of a child, either through sexual acts by adults, other children (or which involves bestiality), or children posed in a sexually provocative way.

It is a serious arrestable offence to seek out images of child abuse. The making of (this includes the voluntary downloading of) and possession of such images carry maximum sentences of ten and five years respectively.
The UK laws which relate to child abuse images are:
· Protection of Children Act 1978 (England and Wales) as amended by the Criminal Justice and Public Order Act 1994
· Civic Government Act, 1982 (Scotland) 

· Sexual Offences Act 2003: Key Changes (England and Wales)  

· Memorandum of Understanding: Section 46 Sexual Offences Act 2003 
10.9.5 Internet Risk Factors 

The Byron Review (2008 and 2010) stated that the potential risks to children from using the internet are correlated with the potential benefits. However there are differences that everyone needs to be aware of: anonymity, global reach, speed of change and the generational gap between parents and children all affect what risks are and how they can be managed.  There are a number of risks involved with children using the internet. These are broken down into three categories: 
Content – What the child receives using the internet i.e. adverts, requests for personal information, violent or hateful information, pornographic or unwelcome sexual content, racist or bias websites.
Contact- what the child comes into contact with i.e. predators meeting children online, being bullied or stalked, self harm websites. 
Conduct – what the child does i.e. illegal downloading, gambling, bullying or harassing others, creating and uploading inappropriate material, self-generated sexual images, sexting.

i) Abusive images

a) There should be no misunderstanding, the central issue for child abuse images offenders is a sexual attraction to children – they are sexually aroused by these images. There are many ways in which people with a sexual interest in children may misuse the Internet or other digital technology. Some of these are to trade child abuse images; to locate children to molest; to engage in inappropriate sexual communication with children and to communicate with other paedophiles. Child abuse images can also be used by some paedophiles to ‘groom’ children for abuse by normalising such behaviour for the potential child victim. Collecting of child abuse images must be viewed as being part of a range of sexual offences against children. It should also be acknowledged that young people access these images too. Thus, how we handle offenders who have been caught by law enforcement becomes an important child protection issue. 
NSPCC analysis in 2010 of 100 offenders whose cases had been reported in the press revealed:

· 16 had previous or concurrent convictions for sexual assault on a child or grooming for sex

· One was female and the rest male

· 47% were aged between 40-59, only one was under 19

· 24 were in a position of trust

· 10 offenders were hoarding images for 5 years or more

· 5 offenders were reported to have fantasised about abusing a real child in chatroom conversations

· 5 offenders had contacted or attempted to contact a child online of which one went on to sexually abuse the child he had made contact with.

· Sentences ranged from 100 hours community service to indefinite terms for repeat offenders or those who had also committed sexual assaults on a child.

· There were 2,258,980 images in total across all 100 convictions

· Number of images in individual cases ranged from 8 videos to 445,217 images

· 48,500 were reported to be at level 4 or 5

· 9 of the cases the offenders had made some of the images themselves

· 37 of the offenders had used peer to peer file sharing or distributed pictures of child sex abuse online.

(Report of an NSPCC analysis of 100 cases reported in local and national news of people convicted or cautioned for possessing, making or distributing indecent images of children and/or child sexual abuse, April 2010)
‘Compendium of Articles, Research Findings On Child Abuse Images And Sexual Exploitation Of Children Online’ by the charity ECPAT International in September 2009’ reviewed research completed on offenders who viewed abusive images of children on line.  It concluded that:

“All those who view indecent images of children feed the demand for new images to be produced, and therefore children to be abused. Some Internet offenders move into contact sexual abuse or are involved in both online and offline abuse, but the majority do not. Factors such as previous criminal history can help identify those most likely to be involved in contact sexual abuse. However, studies of convicted offenders tell us little about those who are never caught or convicted.”  
“Many Internet offenders have similar psychological characteristics to contact offenders against children. Those who present with a higher proportion of these dynamic risk factors are more likely to become involved in, or move into, contact sexual abuse against children.”
Wherever possible, a full risk assessment of those accessing child abuse images should be undertaken by the relevant agencies. 

b) Adults who collect indecent images of children are becoming more sophisticated as technology advances. Illegal images are now being offered in:-
· Social networking sites e.g. Facebook, Bebo, Myspace, enable paedophiles to set up groups in order to communicate with each other, to adopt multiple online personas (false identities) as part of the grooming process and to target vulnerable young people who believe they are safe in their own home,. 
The abuser grooms online by finding out as much as they can about their potential victim, establishes the risk and likelihood of the child telling, finds out about the child’s family and social networks and, if safe enough, will isolate their victim, usually through bribes or threats, and gain control. 
Abusers may use child sexual abuse images to break down the child's barriers to sexual behaviour (and communicate to the child the abuser’s sexual fantasies). Repeated exposure to abusive images is intended to diminish the child's inhibitions and give the impression that sex between adults and children is normal, acceptable and enjoyable. 


There is an additional dimension to the silencing of children who have been groomed in chatrooms. Children’s behaviour on the net is far less inhibited. They will talk about things and people and use language that they wouldn’t in their everyday lives and they are fearful of those close to them finding out what they have said. 

· Web cameras have enabled a heinous marketing of abuse-to-order, where, for a fee, an abuser can request the specific type of abuse of a child and watch it happen live. 
Young people can be ‘encouraged’ to perform sexual acts on webcam believing themselves to be engaging with their peers, not realising that the other person is an adult and potentially recording the activity for distribution.
Children who have been ‘duped’ into believing that their online contact is a ‘friend’ are very anxious of their own peer group finding out that they have been ‘foolish’ enough to be conned in this way. The majority say they would not tell anyone about their abusive experiences.

· Sexting – behaving in uninhibited way online such as sending sexually explicit text, images or ‘live’ broadcasts via web-cam.
· Portable storage devices – the development of USB ‘sticks’ and portable hard-drives has made it much easier for paedophiles to move and trade images and videos. 

· Bulletin Boards which are like chatrooms but not live time. Here messages can be left for other like-minded people and images can be downloaded. Once an image is on the internet it is impossible to remove it. 
· Peer to peer file-sharing like Morpheus where detection is more difficult. Child abuse images can also be encrypted or embedded within other files i.e. music files, in order to avoid detection. (Peer to peer is free software that is downloaded; it creates a shared folder on your hard-drive which allows others with the software to download files on your hard drive. It is used widely in the sharing of music/ films but there is a high proportion that use it to share child abuse images.) 
· Sexual stories are also available on the internet. These are not illegal and are widely used by sex offenders. 

c) It is important to note that most child abuse image collections are assembled through deliberate trading with other collectors, not through the inadvertent downloading of images. (See the recent conviction of Christopher Roche for the possession of 1 million child abuse images.)
ii)Cyberbullying
Online bullying is perceived as providing an anonymous method by which bullies can torment their victims at any time of day or night. While a young person may not be in physical danger, they may receive email, chat, text messages or posts on social networking sites that make them feel embarrassed, upset, depressed or afraid. This can damage their self-esteem and pose a threat to their psychological wellbeing. Young people have set up hate websites or groups on social networking sites as a way of bullying other young people. Adults, particularly teachers, may also be bullied in this way. See Supporting School Staff for advice and guidance.
Harassment of another person using ICT, or breaching their right to privacy, poses a serious threat to their physical and emotional safety, and again may have legal consequences. 

iii) Other activity

Some children and young people may become involved in much more serious activities. Possible risks include involvement in identity theft or participation in hate or cult websites, websites that promote violent extremism, or the buying and selling of stolen goods. The ease of access to online gambling, suicide sites, sites for the sale of weapons, hacking sites, and sites providing recipes for drug or bomb making are also of great concern. These concerns are highlighted by the case of Nicky Reilly in May 2008.
Young people may also become involved in the viewing, possession, making and distribution of indecent and/or child abuse images. Any concern relating to criminally obscene or criminally racist content must be reported to the police. 
Young people are vulnerable to sexual exploitation (see Section 10.22) where mobile phones and social networking can play a major part.
There is evidence that children who are looked after and children who are adopted are using social networking sites to access their birth family even though there maybe a court order prohibiting any contact.

10.9.6 Impact on children 

Very little has been researched about the impact on children and young people who have been exploited in child abuse images. However what we do know is that children suffer a life-sentence knowing that a record of their sexual abuse can be endlessly circulated on the Internet. The NSPCC review (2003) examined the evidence of child abuse images and its impact on the children in its production and reproduction. It revealed that children suffer feelings of intense powerlessness, shame and humiliation in the knowledge that a permanent record of their abuse exists and can be circulated endlessly for unknown people to view. They expressed concerns over how the images will be viewed (i.e. that they enjoyed it or were complicit in its production). This knowledge can subsequently prevent, delay or increase the fear for victims to seek help. Some may even deny it is their image even when faced with categorical evidence.
Children may also be shown images of their own abuse by their abuser, and they typically hold a personal responsibility for not stopping their own abuse and that of others involved. All these aspects reflect the impact of the grooming process of the abusers, who endeavour to make the child feel that it is their fault and that they could have stopped the abuse. 

10.9.7 Protection 
The process to be followed is described in the Managing E-safety incidents section of the Handbook. 

a) Procedure upon discovery or disclosure of child abuse images or if a child is being groomed by phone or any other digital media.

i.) The following procedures must be followed by any professional identifying either a professional or service user accessing child abuse images or potentially involved in other internet/technology offences: 

· Consult with line manager and/or designated safeguarding lead officer within the organisation. 

· When somebody is discovered to have placed child abuse images on the Internet or other information technology, or to have accessed child abuse images, the police must be informed. Do not delete the image 
· If it is discovered that someone is sending messages as part of the grooming process, the police should be informed.  Do not delete the message.
· Consideration must be given to the possibility that the individual might also be involved in the active abuse of children and her/his access to children should be established, including family and work setting and a referral made to Children’s Social Care (Contact Centre). 

· Where concerns exist about any child, a strategy discussion should be held with the police in accordance with the Safeguarding Handbook, to determine how the enquiry should proceed. This includes where the perpetrator is a child too. 

· At the strategy discussion the Police and Children’s Social Care will decide whether to initiate an investigation of sexual abuse under Section 47 of the Children Act 1989 and will follow Stockport’s Safeguarding Procedures and the framework of Government Guidance, “Working Together to Safeguard Children” (DfE 2010). 

· All workers involved in any investigation should be aware of the above offences under the Sexual Offences Act and should ask questions about the use of the internet, photography, web-cams, mobile phones or other media. 

· During the investigation enquires should be made as to the existence of computers and other digital devices both in the home of the victim and the alleged abuser as well as the alleged abuser’s work place. 

· • Equipment suspected as being used for these purposes must not be examined or interfered with in any way. They may be used as forensic evidence in court later, and this must not be compromised.  The alleged perpetrator must not be alerted until the police have advised to prevent portable equipment being disposed, ‘lost’ or destroyed or evidence deleted.
ii.) Consideration should be given whether video-recording equipment should be used for children who have been subjected to abuse involving similar recording equipment. Workers should be mindful that this aspect of the abuse is very painful and of great concern to the victims as images can not be retracted. 

iii.) Other issues which need to be considered during the investigation are: 

· The welfare and safety of other children within the household or who may visit the household. This consideration is paramount. 

· The impact on the children in terms of risks and needs. 

· Any contact the person accessing the indecent material may have to children outside the family. 

· The non-accused parent’s attitude to the abuse and their capacity to protect the children. 

· Living/domestic arrangements whilst the police and Social Work enquiries are undertaken. 

· Consideration should be given to a ‘without prejudice’ written working agreement, in line with any bail conditions, to address contact between the person alleged to have accessed the internet and their children depending on assessed risks and needs. 

· Consideration should be given to other support networks for the non-accused parent. The implications for assessment and enquiries with the likely delay in processing these criminal cases owing to the time required to undertake the interrogation of computer material. 

· Intervention should be continually reviewed if further evidence comes to light e.g. indecent images of children in the same household. 

iv.) Where appropriate consideration should be given to the completion of a sexually harmful behaviour assessment e.g. AIM (Assessment, Intervention and Moving on) assessment by the social worker/ YOT worker or Barnardos.
b) Management of those who access child abuse images both at home and at work 

If a professional working with children is found to have accessed child abuse images via any medium then the Allegation Management procedures must be followed. 
Consultation with the Local Authority Designated Officer (LADO) at the Safeguarding Unit (0161 474 5657) is essential. 
Consideration needs to be given to any children that the professional has access to - either in the workplace or at home. It is the view of Stockport’s Safeguarding Children Board that any person found to have accessed child abuse images should not be working with children. 
A strategy meeting convened at the Safeguarding Children Unit will consider the elements of child protection, potential criminal investigation and disciplinary action by the employer. 

c) Professionals who receive indecent images of children either via email or any other digital technology 
i.) If a professional receives any indecent image of a child whilst at work, either via email or any other digital technology e.g. multi-media message or via blue-tooth, they need to report the incident to the Police via GMP switchboard, 0161 872 5050. 
ii.) It is important that the material is not downloaded, printed or sent by email, because doing so will commit an offence. Do not do anything with the image until the appropriate advice has been given by the police. 

iii.) Any professional who receives an indecent image whilst they are at work must also report the matter to their line manager. Health professionals need to complete a critical incident report. For SMBC employees the matter will need to be reported to the ICT department. 

10.9.8 Important Legislation: 

Internet use and abuse is governed by many civil or criminal laws. Here is a summary of some of the key provisions. 

· Computer Misuse Act 1990 (including hacking, denial of service attacks) 

· Copyright, Design and Patents Act 1988 (including copyright theft) 

· Crime and Disorder Act 1998 

· Data Protection Act 1998 

· Privacy and Electronic Communication (EC Directive) Regulations 2003 (including spam) 

· Protection from Harassment Act 1997 (including harassment, bullying and cyberstalking) 

· Protection of Children Act 1978, as amended by Section 84 of the Criminal Justice and Public Order Act 1994 (including indecent images of children) 

· Malicious Communications Act 1988 (including harassment, bullying and cyberstalking) 

· Sexual Offences Act 2003 (including grooming) 
All of these can be accessed on the HMSO (Her Majesty’s Stationary Office) website www.hmso.gov.uk  

· The Obscene Publications Act 1959 and 1964 (including illegal material on, or transmitted via, the web and electronic communications) not available online 

· The Telecommunications Act 1984 (including illegal material on, or transmitted via the web and electronic communications) not available online 
Other guidance and legislation which covers wider context of child protection 

· Every Child Matters: 
www.education.gov.uk  

· Bichard Inquiry Report: www.bichardinquiry.org.uk  

· Children Act 1989:  
www.hmso.gov.uk  

· Children Act 2004:  
www.hmso.gov.uk  

· Education Act 2002:  
www.hmso.gov.uk  

Government guidance and advice about keeping information safe online can be found on the Information Commissioner’s website www.ico.gov.uk 
Other useful websites include:

The Child Exploitation and Online Protection centre: www.ceop.police.uk 

This is the UK arm of the global taskforce to combat internet crime. It contains the CEOP report button which can be used to report abusive online activity.

Cyberbullying – the digizen website contains useful leaflets and resources

www.digizen.org 

ThinkuKnow (TUK): www.thinkuknow.co.uk 

This website is provided by CEOP to provide information, support and guidance for children and young people, parents and teachers about safe use of the internet.

KS1 (children aged 5 – 7 years): 

Hector’s World

KS2 (children aged 8 – 11 years): 
Cybercafé

KS3/4 (children aged 11- 16 years):
ThinkuKnow

Parents and Teachers areas.

KnowItAll (KIA): www.childnet-int.org
This website provided by Childnet International provides information support and guidance for children, young people, parents and teachers. It provides a DVD for parents. It has useful resources for Newly Qualified Teachers (NQTs). It also has some excellent resources for children with special educational needs.

10.9
Appendix C

Flowchart for handling concerns about child abuse images involving information technology















Concerns come to attention of any organisation involving child abuse images and digital technology


Examples 





1.  Intelligence about a person who has downloaded material


2.  Intelligence about a member of staff involved in child sexual abuse or grooming


3. Child to child transmission of material


4. Transmission of unsolicited material to a member of staff by Bluetooth, text, email 


5. Disclosure by a child 





(This list is not exhaustive. See also: Managing e-safety incidents policy)








Own organisation


Initial enquiries





Child abuse suspected 





Refer to Services to People  Directorate (Children’s Social Care) for


Section 47 


Investigation





     (


0161 217 6028 





Any offences suspected 





Refer to Police Abusive Images Unit 


Via GMP


Switchboard 





0161 872 5050





Unsuitable but legal material (not involving child abuse)





Refer to own organisation 


staff 


disciplinary


procedures 





Unsuitable but legal material transmitted by a child (not involving child abuse)





Refer to own pupil disciplinary measures or suitable sanctions using multi disciplinary planning meeting if the child is in a residential setting 





Strategy meeting  


plus


Joint investigation plus own organisation staff disciplinary procedure if applicable





(see � HYPERLINK "http://www.safeguardingchildreninstockport.org.uk/documents/Section%2010.13%20-%20Policy%20and%20procedure%20for%20managing%20allegations%20against%20people%20who%20work%20with%20children%20and%20young%20people.pdf" ��Allegations management� )
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