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1. Background

This document provides guidance for professionals working with children and young people (and vulnerable adults) in dealing with e-safety incidents. It aims to ensure consistent practice across the variety of settings where the internet is available to children and young people. It also aims to provide a reporting mechanism to provide an overview of the extent and nature of incidents in Stockport. This policy should be read alongside the E-Safety Safer Working Practice Guidance.
The OFSTED thematic report: The safe use of new technologies (2009) identified that children and young people need to be educated and supported to be responsible technology users given that their on-line activity is not restricted to school. This is supported by the UK Council for Child Internet Safety, the cross industry group founded following the publication of the Byron report (2008). Internet enabled phones, games consoles and public access provision, in libraries and internet cafes and via wireless hotspots, mean that children and young people can access the internet at any time. 
All adults working with children and young people (and vulnerable adults) must understand that the nature and responsibilities of their work places them in a position of trust. Misuse of technology may invoke the Allegations Management process and the use of capability/ disciplinary processes.
Unfortunately there will always be times when behaviour is neither safe nor responsible; the behaviour may be inappropriate or even illegal. Incidents will vary widely and a strict rules response will not always be applicable. Therefore this document aims to provide a framework for response to ensure a mutual understanding and consistency of approach.

2. What activity is involved?

Current and emerging technologies used by children and adults include:  

· Internet 

· e-mail

· Instant messaging (e.g. http://www.msn.com) including using web cams or Blackberry Messenger (BBM)
· Blogs (an on-line interactive diary)

· Podcasts(radio / audio broadcasts downloaded to computer or MP3/4 player)

· Social networking sites (e.g. www.myspace.com, www.bebo.com, www.facebook.com )

· Video broadcasting sites (e.g. www.youtube.com/)

· Chat Rooms (e.g.  www.teenchat.com, www.habbohotel.co.uk)

· Gaming Sites (e.g., www.runescape.com/,   www.clubpenguin.com, www.moshimonsters.com )

· Music download sites (Popular www.apple.com/itunes/  www.napster.co.uk/ www.kazzaa.com/, www.livewire.com/)

· Mobile phones with camera and video functionality

· Mobile technology (e.g. games consoles) that are ‘internet ready and include webcams e.g. Konnect, Nintendo Wii, Microsoft X-Box 360, Sony PS3, Nintendo DSi, Sony PSP’.

· Smart phones with e-mail, web functionality, camera and video functionality and secure text network (BBM)
Encouraging and promoting safe and responsible users includes three main elements:
· An effective range of technological tools to define and monitor usage;
· Policies and procedures, with clear roles and responsibilities that have been clearly explained to users (including staff) and parents;
· A comprehensive education programme for children, young people and their families that raises awareness of the risks associated with use of technology and encourages safe and responsible behaviour. This includes adults within and outside the workforce.
There is also increasing awareness of the importance of online reputation and individual’s digital presence or footprint.
3. What are the risks?

The Safeguarding children in a Digital World report (Byron, 2008) cited the Sonia Livingstone research that identified that the risks arise in three broad categories:

· Content that the user may come across – either accidentally or via a deliberate search

· Unsuitable contact from another user

· User’s behaviour that creates risk either through illegal activity or lack of awareness of the potential consequences.

These are summarised in the following table
	
	Commercial
	Aggressive
	Sexual
	Values 

	Content
	Adverts

Spam

Sponsorship

Personal Info


	Violent/ hateful content
	Pornographic/

Unwelcome sexual content
	Bias

Racist

Misleading info/ advice

	Contact
	Tracking

Harvesting

Personal info


	Being bullied, harassed, stalked
	Meeting strangers

Being groomed


	Self harm

Unwelcome

persuasions 

	Conduct
	Illegal downloading

Hacking Gambling 

Financial scams

Terrorism


	Bullying or harassing another
	Creating and uploading inappropriate/ abusive material

‘Sexting’
	Providing misleading info/ advice


4. FRAMEWORK FOR MANAGING AN E-SAFETY INCIDENT

Rather than focussing on the particular technology that has been used, this framework encourages the examination of the behaviour by the person and applying existing policies and legal options to manage the incident. A table is provided that outlines the key actions required in each case.

The framework considers three areas of behaviour:

· Bullying or threatening behaviour (Table 1 -page 8 below )

This would include all instances of bullying – including cyber-bullying and prejudice based bullying – using mobile phones, social networking sites, webpages, images or videos.
· Sexual (Table 2 page 10 below )

This would include activities such as sexting, creating self-generated sexual images, sexual activity involving use of webcam, taking, making, showing or distributing sexual images of children aged under 18 years.

· Mishandling of personal information. (Table 3 page 12 below)

This would include data breaches for personal and sensitive information, inappropriate use of recording equipment on mobile phones.

These examples are indicative and there may be other examples to consider. If in doubt please contact your Safeguarding lead or the chair of the E-safety sub group for advice.

Within each area of behaviour, the next step is to consider who is involved.

The framework identifies four options:

· Child(ren)’s behaviour to another child(ren)

· Child(ren)’s behaviour to an adult

· Adults behaviour towards a child(ren)

· Adult’s behaviour to another adult: this may be two workers within the same organisation or involve someone external to the organisation e.g. a parent.
The appropriate column should then be selected from the table and the actions followed.

The key steps are:
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5. IMPLEMENTATION OF E-SAFETY POLICIES BY ORGANISATIONS
This section proposes ideas for implementation of the e-safety policies to the three key groups – children and young people, parents and carers, and staff. 
All organisations should have reference to the E-Safety Safer Working Practice guidance provided by the e-safety sub-group.

All organisations should have either an Acceptable User Policy (AUP) or Responsible User Policy (RUP) in place which clearly identifies the organisations expectations and boundaries for the use of technology both provided by the organisation and those provided by individuals for their personal use. It should include use of mobile phones, smart phones, cameras and video cameras and webcams. If necessary it should include games consoles and other technology that may be available within the organisation. The importance of this is explained in the Nursery Z report following the arrest and conviction of Vanessa George.
It is important so that everyone is aware of the potential consequences of any breach of the Responsible User Policy (RUP) and also how the e-safety policies link to other key policies within the workplace e.g. bullying, confidentiality, staff conduct and safeguarding. 
Children and young people 
Children and young people will be familiar with the culture of new technologies and consider themselves to be competent users (as borne out by OFCOM surveys). 
Children and young people should be involved in developing e-Safety policies alongside any peer counsellors/ educators if such a scheme operates within the setting. As pupils’ perceptions of the risks may be outside their experience, the e-safety rules may need to be explained or discussed.

Resources to support this are available from:

· the Child exploitation and On-line Protection Centre (CEOP)
 ThinkUKnow website (www.thinkuknow.co.uk )
·  Childnet KnowItAll (www.childnet-int/kia).
·  BBC Learning zone (www.bbc.co.uk/learningzone/clips/5594.flv )

Parents and carers

As use of technology at home is common, organisations may wish to consider strategies for engaging parents and carers to raise their awareness of this policy. Unless parents are aware of the potential risks, children and young people may have unrestricted and unsupervised access to the Internet. Organisations need to support parents and carers so that they are aware of the sanctions that may be applied for misuse and any expectations about support for this from home.  

Where organisations work directly with children and young people then using the Responsible User Policy (RUP) contract is an opportunity to engage and provide them with information about safe and responsible digital technology use.

For schools the updated inspection framework from January 2012 includes both cyberbullying, pupil voice and engagement with parents in the evaluation schedule and e-safety provides a useful topic to cover all these areas. 

It may be possible to arrange an awareness session either through the Healthy Schools evening or via the parent Support Adviser service.

Resources for parents who consider themselves competent IT users are available on the Child Exploitation and Online Protection Centre (CEOP) ThinkUKnow(TUK) and Childnet KnowItAll(KIA) websites (as above).

Workforce
It has become increasingly important that all workers feel confident using technology as part of their work – computers, mobile and smart phones etc. It is also important that workers are able to differentiate between their personal and professional behaviour especially when they are online. The organisation may wish to use the E-safety safer working practice guidance with their staff to discuss the issues and develop appropriate strategies for the safe and responsible use of technology as part of their everyday practice. 

All workers must understand the rules and potential consequences for misuse of digital technology.  If a member of staff is concerned about any aspect of this area, they should discuss this with their manager to avoid any possible misunderstanding.

All staff including those not involved in direct face-to-face contact with children, young people and families should be included in awareness-raising and training that may be made available to parents.

Induction of new staff must include information on E-safety and the associated policies. Everyone needs to be aware of the following key points:

· Internet use may be monitored by the employing organisation and may be traced to the individual user.  Discretion and professional conduct is essential. 

· Where organisations monitor, they will be expected to follow the procedures for reporting issues as outlined in this document.

6. MONITORING AND REVIEW
E-safety incidents

The SSCB E-safety sub-group will monitor reports of e-safety incidents and work towards providing a report to the Stockport Safeguarding Children Board (SSCB) and appropriate e-safety groups.

When an e-safety incident has occurred, the e-safety monitoring form must be completed and returned to the SSCB E-safety lead via the Safeguarding Children Unit.
Policy monitoring

As this area is subject to continuous change and development then this policy and other associated e-safety policies will be reviewed at least annually.

	Table 1: Bullying and threatening behaviour

	
	Child - Child


	Child - Adult
	Adult - child 
	Adult - Adult

   Staff on                           Public on 

     Staff                                   Staff

	Content generated at setting
	Locate and secure evidence 
You may need to consider who and how this can be done within your organisation.
If evidence cannot be provided then consideration should be given to which of the following actions can be undertaken.


	Locate and secure evidence 

You may need to consider who and how this can be done within your organisation.

If evidence cannot be provided then consideration should be given to which of the following actions can be undertaken.


	Locate and secure evidence 

You may need to consider who and how this can be done within your organisation.
If evidence cannot be provided then consideration should be given to which of the following actions can be undertaken.


	Locate and secure evidence 

You may need to consider who and how this can be done within your organisation.
If evidence cannot be provided then consideration should be given to which of the following actions can be undertaken.



	Content generated at home
	Ask victim/ family to supply evidence e.g. screen shots/ journal print. 
	Ask victim/ family to supply evidence e.g. screen shots/ journal print.
	Ask victim/ family to supply evidence e.g. screen shots/ journal print.
	Ask victim/ family to supply evidence e.g. screen shots/ journal print.



	Action under agency policy
	Explain breach of anti-bullying policy and Responsible User Policy (RUP). Identify and implement sanctions.
Notify parents.
	Explain breach of anti-bullying policy and Responsible User Policy (RUP).. Identify and implement sanctions 
Notify parents.
	Explain breach of staff conduct policy/ induction standards
Notify parents.


	Explain breach of staff conduct policy/ induction standards


	Explain parent/ staff relationship
Refer to management as appropriate.

	Criminal proceedings?

NB Remember the age of criminal consent is 10 years old
	Harassment. Evidence trail is needed for police to issue a formal warning. This can then be accelerated to arrest if the behaviour does not stop. Telephone Police on 872 5050 (101 from Nov 2011)
Threats to kill/ harm/ damage. Racially motivated offences. Homophobic offences. Telephone Police on 872 5050 (101 from Nov 2011)
Preventing Violent Extremism (PVE) – referral to Channel Specific Point Of Contact (SPOC).
May also be libel/ slander issues. These are civil not criminal proceedings and legal advice would need to be sought.
	Malicious communications

Phone police on 872 5050 (101 from Nov 2011)
Public Order Act Telephone police on 872 5050 (101 from Nov 2011)


	
	Child on Child


	Child on Adult
	Adult on child 
	Adult on Adult

      Staff on             Public on 

         Staff                Staff

	Professional proceedings
	
	
	If member of staff follow disciplinary processes. Contact HR for advice.

May be possible Local Authority Designated Officer (LADO) referral. Contact Safeguarding Children Unit (SCU) for advice. 474 5657.

If professional from other service

Refer to Local Authority Designated Officer (LADO). 474 5657
	

	Technical actions
	Within organisation

Consider whether updates/ changes required to monitoring software

External to organisation

Report content to Child Exploitation and Online Protection Centre  (CEOP)via CEOP report button/ Internet Watch Foundation (IWF) 
Ask perpetrator to remove content

Ask Internet Service Provider (ISP) or software provider e.g. Facebook, YouTube to remove content. Will need to supply details i.e. web addresses, email addresses etc. Please note that content will need to breach their terms and conditions.
Please remember that if criminal proceedings are instigated then any action regarding removal of content will need to be coordinated with the police evidential requirements. Equipment may be removed as part of evidence gathering.




	Table 2: Sexual behaviour



	
	Child - Child


	Child - Adult
	Adult - child
	Adult - Adult

Staff on                 Public on

Staff                           Staff

	Content generated at setting
	Seek advice from the police (Public Protection & Investigation Unit (PPIU) on 856 9931) 
Police may gather evidence
	Seek advice from the police (Public Protection & Investigation Unit (PPIU) on 856 9931)
Police may gather evidence
	Seek advice from the police (Public Protection & Investigation Unit (PPIU) on 856 9931) (101 from Nov 2011)
Police may gather evidence
	Seek advice from the police on 872 5050 (101 from Nov 2011) Police may gather evidence
	

	Content generated at home
	Seek advice from the police (Public Protection & Investigation Unit (PPIU) on 856 9931) 

Police may gather evidence
	Seek advice from the police (Public Protection & Investigation Unit (PPIU) on 856 9931)
Police may gather evidence
	Seek advice from the police (Public Protection & Investigation Unit (PPIU) on 856 9931) (101 from Nov 2011)
Police may gather evidence
	
	Seek advice from the police on 872 5050 (101 from Nov 2011) Police may gather evidence

	Action under organisation policy

Please remember that this may be child sexual abuse and perpetrators must not be alerted so that evidence is effectively retained.
	Consider child protection referral.

Seek advice from Safeguarding Children Unit (474 5657) before speaking to either family.

Explain breach of behaviour management policy. Identify and implement sanctions.

Explain breach of Responsible User Policy (RUP).  Identify and implement sanctions.

	Seek advice from Safeguarding Children Unit (SCU) re making a referral to Children’s Social Care. Consider: Why is the child behaving in this way?
Explain breach of behaviour management policy. Identify and implement sanctions.

Explain breach of RUP. Identify and implement capability/ disciplinary processes.

	Explain breach of staff conduct policy.
Explain breach of Responsible User Policy (RUP). Identify and implement sanctions.


	Explain breach of staff conduct policy.

Explain breach of Responsible User Policy (RUP). Identify and implement sanctions.


	Parent/ staff relationship. 
Refer to management team as appropriate




	
	Child - Child


	Child - Adult
	Adult - child
	Adult - Adult

Staff on                 Public on

Staff                           Staff

	Criminal proceedings?

NB Remember the age of criminal consent is 10 years old
	Protection of Children Act 1978 – offence to take, make, distribute, show abusive images of children. This includes edited (e.g. Photoshop) images.

(Public Protection & Investigation Unit (PPIU) on 856 9931) 

Report to Child Exploitation and Exploitation Centre (CEOP) via report abuse button 

http://www.Child Exploitation and Online Protection Centre (CEOP).gov.uk/reportabuse/index.asp 


	Sexual photographs of adults not covered by Protection of Children Act 1978 – because adults are over 18 yrs. Consult (Public Protection & Investigation Unit (PPIU) on 856 9931)
	Sexual Offences Act 2003 – grooming offences. Consult (Public Protection & Investigation Unit (PPIU) on 856 9931)

May also be possible to pursue Risk of Sexual harm order. Consult (Public Protection & Investigation Unit (PPIU) on 856 9931)


	Harassment. Contact police on 872 5050
Recording and distributing of sexual activity/ material may breach tele-communication legislation.
	

	Professional proceedings
	May need to consider action under sexually harmful behaviour process.
	May need to consider action under sexually harmful behaviour process.
	Referral to Local Authority Designated Officer (LADO) on 474 5657

Disciplinary proceedings – consult HR 
	Referral to Local Authority Designated Officer (LADO) on 474 5657

Disciplinary proceedings – consult HR 
	Consider Child Protection if there are children in the household. Consult Children’s Social Care on 217 6028.

	Technical actions
	Wherever possible machines should not be ‘shut down’ as this tidies the caches and evidence may be lost. Computers should be unplugged at the socket.

E-communications should be retained as evidence no matter how distasteful or upsetting they may be. This should all be contained within the RUP training so that workers are aware of the process to follow.

Equipment may be removed as evidence.

Alert Child Exploitation and Online Protection Centre (CEOP) via CEOP report button/ Internet Watch Foundation (IWF) regarding content. Internet Service Provider (ISP) may be contacted to ask for content to be closed down or removed but should be done in consultation with the police who will need to retain the evidence.
Social Networking/ YouTube sites will remove sexually explicit content as part of their Terms and Conditions


	Table 3
Mishandling of personal information



	
	Child - Child


	Child - Adult
	Adult - child
	Adult - Adult

Staff on                                                     Public on

Staff                                                          Staff

	Content generated at setting
	Locate and secure evidence 

You may need to consider who and how this can be done within your organisation.

If evidence cannot be provided then consideration should be given to which of the following actions can be undertaken.

Who? How? 
	Locate and secure evidence 

You may need to consider who and how this can be done within your organisation.

If evidence cannot be provided then consideration should be given to which of the following actions can be undertaken.


	Locate and secure evidence 

You may need to consider who and how this can be done within your organisation.

If evidence cannot be provided then consideration should be given to which of the following actions can be undertaken.


	Locate and secure evidence  

You may need to consider who and how this can be done within your organisation.

If evidence cannot be provided then consideration should be given to which of the following actions can be undertaken.


	

	Content generated at home
	Ask victim/ family to supply evidence e.g. screen shots/ journal print. 
	Ask victim/ family to supply evidence e.g. screen shots/ journal print. 
	Ask victim/ family to supply evidence e.g. screen shots/ journal print. 
	Ask victim/ family to supply evidence e.g. screen shots/ journal print. 
	

	Action under organisation policy


	Identify any breach of confidentiality policy, explain and implement sanctions.

Explain breach of Responsible User Policy (RUP). Identify and implement sanctions.

Notify parents
	Identify any breach of confidentiality policy, explain and implement sanctions.

Explain breach of Responsible User Policy (RUP). Identify and implement sanctions.

Notify parents.
	Identify any breach of confidentiality policy.

Explain breach of staff conduct. 

Explain breach of Responsible User Policy (RUP). Identify and implement sanctions.

Notify parents.


	Identify any breach of confidentiality policy.

Explain breach of staff conduct. 

Explain breach of Responsible User Policy (RUP). Identify and implement sanctions.


	


	
	Child on Child


	Child on Adult
	Adult on child
	Adult on Adult

Staff on                                                     Public on

Staff                                                          Staff

	Criminal proceedings?

NB Remember the age of criminal consent is 10 years old
	
	
	
	Harassment. Evidence trail is needed for police to issue a formal warning. This can then be accelerated to arrest if the behaviour does not stop. Telephone Police on 872 5050 (101 from Nov 2011)
Racially motivated offences. Homophobic offences. Telephone Police on 872 5050 (101 from Nov 2011) 
May also be libel/ slander issues. These are civil not criminal proceedings and legal advice would need to be sought.
	Public on staff Malicious communications

Telephone police on 872 5050 (101 from Nov 2011)
Public Order Act Telephone police on 872 5050 (101 from Nov 2011)
 

	Professional proceedings
	
	
	
	Referral to Local Authority Designated Officer  (LADO) on 474 5657

Disciplinary proceedings – consult HR
	

	Technical actions
	The Information Commissioner has the power to fine both individuals and organisations for data breaches. Individuals can be fined up to £50000 and there is no limit to the fine imposed on organisations. All data breaches must be notified according to organisation policy requirements.

Within organisation

Consider whether updates/ changes required to monitoring software

External to organisation

Ask perpetrator to remove content

Ask Internet Service Provider (ISP) to remove content. Will need to supply details i.e. web addresses, email addresses etc.

Please remember that if criminal proceedings are instigated then any action regarding removal of content will need to be coordinated with the police evidential requirements. Equipment may be removed and retained as evidence.


6. FREQUENTLY ASKED QUESTIONS

How can I use technology appropriately to communicate with service users?

The SSCB has provided advice on this topic in the E-Safety Safer Working Practice guidance. It is important that workers maintain the distinction between their professional and personal activity.

Some children and young people may prefer to use text or email rather than face-to-face discussion if they need to report something difficult e.g. being bullied or inappropriate images being posted online. Organisations need to ensure that they have an appropriate mechanism in place for this to occur safely for both the service user and the worker e.g. work mobile separate to personal mobile, work email rather than personal email, work account for social networking, MSN etc that has management approval and is open to management scrutiny so that the worker is clearly accountable for all activity. For this reason accounts with multiple user access should be avoided. The Responsible User Policy/ Acceptable User Policy and/ or supervision contract and notes should clearly outline all discussions and permissions. All work equipment and accounts should be subject to regular scrutiny and also spot checks.
All workers must bear in mind what the communication would look like to a third party. Is it over familiar? Could it be misinterpreted or taken out of context and misrepresented? Workers should be careful to ensure that they avoid any information or discussions that could compromise their professional integrity. Although communication is frequently referred to as ‘chat’, anything that is typed should be viewed as written communication. Digital technology allows conversations to be recorded, edited maliciously, used out of context, re-published or used as evidence. An overheard verbal comment has an entirely different context and importance to one that is written down where a completely different meaning can be inferred. 

All workers need to think carefully about usernames and automatic signatures. All users should be encouraged to be fully conversant with the security settings for any site or software that they are using. Everyone should be encouraged to use strong passwords i.e. passwords that include a mixture of upper and lower case letters, numbers and other characters, are a minimum of 8 characters in length and do not contain the person’s username. All users are advised not to use the ‘Remember Password’ feature of applications.

Should I use my own camera or mobile phone to take photographs or videos of service users?

Advice on this topic is provided in the E-safety Safer Working Practice guidance. Photographs and videos are an excellent method of capturing achievements and providing a record for the future. Any organisation should ensure that their Acceptable Use Policy/ Responsible Use Policy covers the use of cameras and images and includes parental permission both for the taking and using of any images. Some parents may object to images of their children being posted online and this must always be taken into account.

Wherever possible the best practice approach is that organisation should provide the worker with necessary equipment if photos or videos are to be created and these should be downloaded to an organisation secure computer/ storage medium. Images and videos should be clearly labelled for organisation use and not personal use. There is always the danger when using personal equipment that an allegation may be made that the worker has taken an inappropriate or abusive image or kept the material for personal use or monetary gain; this could invoke capability/ disciplinary processes.
What is inappropriate material?

Inappropriate is a term that can mean different things to different people. It is important to be clear about the difference between ‘inappropriate but legal’ where an investigation of a complaint may lead to disciplinary action, dismissal, reprimand from professional body or even barring even if there is no criminal prosecution, and ‘inappropriate and illegal’ which can lead to criminal investigation and prosecution as well as the above.

Illegal

Details of the key legislation that applies in this area can be found at the end of this document.

Possessing or distributing indecent images of a person under 18 (Protection of Children Act 1978: viewing such images on-line may constitute possession even if the images are not saved. What is ultimately regarded as ‘indecent’ would be up to a jury to decide but should be considered to include genital area of both sex areas and breasts for females. Children and young people may have been coerced into posing or harmed as a result of the pictures and are therefore victims of child sexual abuse. In Stockport sexual images of children and young people are referred to as abusive images of children and not child pornography. 

Harm/Harassment/Hate

There are a range of offences related to inciting hatred on the basis of race, religion, sexual orientation etc.

There are particular offences to do with harassing or threatening individuals – this would include cyberbullying using mobile phones, games consoles, computers etc. It is an offence to send indecent, offensive or threatening messages with the purpose of causing the recipient distress or anxiety.

Inappropriate

Workers should think about their position as a role model for their service users and the professionalism required by their professional bodies and their employing organisation both of whom may take action for gross misconduct if their reputation is felt to be brought into disrepute. 

Examples include:

· Posting offensive comments about the organisation or management. One worker did this and forgot that her boss was a friend on her social networking site. She was instantly dismissed.

· Accessing adult pornography on work equipment 

· Contacting service users via social networking or using a personal mobile phone without senior management knowledge or permission.

· Asking for a link to photographs of a service user posted by their boyfriend 

Should I use a social networking site e.g. Facebook
Advice is provided in the E-safety Safer Working Practice guidance. As mentioned previously if workers are expected to communicate with service users via social networking sites then they should establish a professional account which is subject to management agreement, supervision and scrutiny.
Adults working with children and young people must review their personal use of social networks as they take on professional responsibilities. Information once published online e.g. photographs, blogs etc, is impossible to control. This information may be manipulated without your consent, used in a different context to your original intention and/ or widely distributed. False/ ‘cloned’ sites have been set up containing malicious information and also to gain access to other people’s sites e.g. pupils set up a site purporting to be a teacher and made friend requests of other staff which gave them access to personal information.
Social networking is an integral communication tool for children, young people and adults. It is an excellent way to share news and keep in touch with family and friends. Adults working with children and young people should make sure that their profile has the highest security settings and use strong passwords to ensure the information remains private. A useful maxim is that workers should not post anything that they wouldn’t want their parents, grandparents or their boss to see (or any of the other two billion internet users worldwide). 
Best practice advice is that service users should not be accepted as friends on your personal account. This caution also applies to children and young people who used to be service users. It should also be remembered that belonging to a ‘group’ can provide back door access into your profile.

Workers should also be aware that service users may disregard age limits set by social networking sites or that parents may allow their children to access these sites through their accounts. Therefore workers in settings where children and young people are below the age limit should not assume that they do not need to observe the recommended security approaches. 
Some of my staff live in the community where they work?
It’s important that staff understand the need to keep their work and personal online activity separate. They need to understand what information they can share between the two spheres and be aware that they may be subject to capability/ disciplinary processes if confidentiality is breached or the organisation or profession is brought into disrepute.

The Acceptable User Policy/ Responsible User policy needs to include the use of personal equipment during working hours and on work premises. If a situation arises where workers do use their own equipment for work purposes then they need to know who to inform and what needs to be recorded for their own protection.
I want to contact another service about a child/ young person via email. What do I need to think about?

All communication must comply with your organisation policy on sharing information. An email should be treated in the same way as a letter or report not a phone call.
Where possible a secure email should be used. Any personal information should be written in an attachment which can be password protected. 
· Do not use the child/ young person’s name in the subject or body of the email – use initials. 

· Do not use the child/ young person’s name as the filename – use initials.

Do not use the filename as the password for the file.

Do not include the password in the body of the email – send separately in another email or phone the recipient and advise them of the password or send a text. 

You may wish to add a delivery receipt or read receipt to the email.

If you are sending a blank form to someone else to complete and return it may be worth considering password protecting the document before you send it (conforming to the above practice guidelines. When the completed form is returned then there is no need to resend the password. 
7. Appendix 1: 
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STOCKPORT SAFEGUARDING CHILDREN BOARD

E-safety Incident Monitoring Form

Date of incident                      :

Age(s) of child(ren) involved: 

Who was involved?


Child on Child

(

Child on Adult

(

Adult on Child

(

Adult on Adult

(
Type of setting:

After School Club 
(
Breakfast Club

(
Childminder

(
Children‘s Centre
(
Foster Home 

(
High School

(
Home


(
Infant school

(
Internet cafe

(

Junior School

(
Library


(
Nursery 

(

Office 


(

Other 


(
Post 16 education
(
Residential Home
(
Sports Club

(
Youth Centre

(
Type of incident


Sexual 


(
Grooming

(

Bullying


(
Violence

(
Hate/ Incitement
(
Financial

(
Other


(
What media was used?

Social networking

(

BBM or other free system
(

MSN



(

Email



(

Webcam 


(

Mobile Phone


(

Games Console


(

Other



( 
What action was taken?

Referral to LADO 



(
Referral to Children’s Social Care

(

Advice to parents 



(
Police investigation



(
Other





(  



Date form received by SAFEGUARDING CHILDREN UNIT:
Appendix 2: LEGAL FRAMEWORK
Many people use the internet regularly without being aware that some of the activities they take part in using the internet are potentially illegal.

In addition to this list other offences may include Fraud (e.g. using false identities) or Deception, selling stolen property etc.. 

Sexual Offences Act 2003

Grooming – If you are over 18 and have communicated with a child under 16 at least twice (including by phone or internet) it is an offence to meet them or travel to meet them anywhere in the world with the intention of committing a sexual offence.

Causing a child under 16 to watch a Sexual Act – to intentionally cause a child to watch someone else taking part in sexual activity, including looking at images such as videos, photos or webcams, for your own gratification.

Abuse of ‘positions of trust’: Staff members  need to be aware that it is an offence for a person in a position of trust to engage in sexual activity with any person under 18, with whom they are in a position of trust. 
Protection of Children Act 1978
Makes it an offence to take, make, show or distribute abusive images of a child. For the purposes of this act a child is someone who has yet to reach their 18th birthday (in line with Children Act 1989 and Children Act 2004 definitions). It includes an indecent photograph or a pseudo-photograph of a child. It includes possession of a photograph with the intention to distribute or show it. (NB to view an indecent image on your computer means that you have made a digital image.) Images are rated according to 5 levels where 5 is the most serious/ disturbing content. 
Public Order Act 1986 – Offence to possess, publish, disseminate material intended to/likely to incite racial hatred.

Telecommunications Act 1984 – Offence to send by public telecommunications network any offensive, indecent, obscene or menacing messages that cause annoyance/ inconvenience/ needless anxiety.

Malicious Communications Act 1988 – offence to send letter or article which includes indecent, grossly offensive, threatening or false information with the intent of causing anxiety/ stress to the recipient.

Protection from Harassment Act 1997 – 

Section 1 - A person must not pursue a course of conduct, which amounts to harassment of another, and which he knows or ought to know amounts to harassment of the other.
Section 4 - A person whose course of conduct causes another to fear, on at least two occasions, that violence will be used against him is guilty of an offence if he knows or ought to know that his course of conduct will cause the other so to fear on each of those occasions.

Data Protection Act 1998

The Principles:

1. Personal data shall be processed fairly and lawfully and, in particular, shall not be processed unless- 
(a) at least one of the conditions in Schedule 2 is met, and

(b) in the case of sensitive personal data, at least one of the conditions in Schedule 3 is also met

2. Personal data shall be obtained only for one or more specified and lawful purposes, and shall not be further processed in any manner incompatible with that purpose or those purposes.

3. Personal data shall be adequate, relevant and not excessive in relation to the purpose or purposes for which they are processed.

4. Personal data shall be accurate and, where necessary, kept up to date.

5. Personal data processed for any purpose or purposes shall not be kept for longer than is necessary for that purpose or those purposes.
6. Personal data shall be processed in accordance with the rights of data subjects under this Act.
7. Appropriate technical and organisational measures shall be taken against unauthorised or unlawful processing of personal data and against accidental loss or destruction of, or damage to, personal data.
8. Personal data shall not be transferred to a country or territory outside the European Economic Area unless that country or territory ensures an adequate level of protection for the rights and freedoms of data subjects in relation to the processing of personal data.

Appendix 3:  Useful Contact details
Local Authority Designated Officer 


0161 474 5657

Senior Adviser for Safeguarding in Education

0161 474 5289

LSCB E-safety Sub Group Chair



07891 949087

Greater Manchester Police




0161 872 5050

(from November 2011)
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GMP PUBLIC PROTECTION & INVESTIGATION UNIT (PPIU) (Stockport Division)






0161 856 9931

CERMT (Contact Centre)




0161 217 6028
 (ask for Duty Social worker/ Manager)
Safeguarding Children Unit



0161 474 5657

[image: image4]     



 www.Child Exploitation and Online Protection Centre (CEOP).gov.uk 

Professional Advice Helpline, 



0844 381 4772

Safer Internet Centre

Acknowledgement: Stockport SCB would like to acknowledge the contribution of the BECTA Safeguarding Team, Kent County Council e-Safety Strategy group, and London Grid for Learning in the production of this document.




Is this accidental or deliberate activity





The sanctions may vary according to the intention but it must be borne in mind that the action may still carry legal consequences.





A number of ‘accidental occurrences should also be questioned.








Is the content


Bullying or threatening? Refer to Table 1


Sexual? Refer to Table 2


Mishandling of person information? Refer to Table 3








Are the people involved: 


Both children


A child towards an adult


An adult towards a child


Two adults


E.g. two members of staff, a parent and a worker





Refer to appropriate column on chart and follow the actions 








Complete actions as described








Complete e-safety incident monitoring form and return to the Safeguarding Children Unit


� HYPERLINK "mailto:cpu@stockport.gov.uk" ��cpu@stockport.gov.uk� 





Please explain:





Please explain:





Please explain:





Please explain:





Contact details of person completing the form





Name:


Phone number:


Email:
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